Not a matter
of opinion

QBIT’s web testing course presenter and PT editor

Edward Bishop believes web usability testing must be objective

For public-facing web applications which are
intended to attract and retain users, good
usability is as critical as correct functionality.

This article suggests a method, designed for
use by testers carrying out functional testing of
a public-facing website, to improve usability
at the same time as, and as part of the same
activity as, assuring correct functionality. It
may also be of use in some non-public-facing
applications, eg intranets and extranets.
However usability of these is often considered
to be of less importance because poor usability
can be compensated for by user documentation
and training and because the users generally
have no or less choice as to whether or not to
use the application.

What is web usability?

BS 7925 defines usability testing as testing
the ease with which users can learn and use a
product. IEEE 610 defines usability as the
ease with which a user can learn to operate,
prepare inputs for, and interpret outputs of a
system or component. Both of these are hope-
lessly vague.

For a list of similar (and mostly similarly
useless) definitions Google for “usability defi-
nition”. The problem with nearly all of them is
their reliance on the relative term “ease” (or
similar alternatives such as “user-friendly”).

Although many meanings can be applied to
these terms, there are two main possibilities:
“easy” can mean “straightforward” or it can
mean “efficient”. This article is about the
former, ie how we as testers can help to
increase the ease with which users of a web
site can discover how to operate it correctly.
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The so-called “usability standard”,
ISO 9241, is almost exclusively concerned
with the latter meaning; it, and most other non-
testing sources, describe what most people
(including the standard itself) call “ergonom-
ics” rather than usability. Poor ergonomic
design in software, generally speaking, is
obvious and detected early in development.
Even if this is not the case and it falls to users

to complain that they are being required to
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repeat tasks or do manual work unnecessarily,
such defects are usually easy to fix. However
ISO 9241 does give us the best definition of
usability so far: the extent to which a product
can be used by specified users to achieve spec-
ified goals with effectiveness, efficiency and
satisfaction in a specified context of use.

A third school of thought says that usability
is “whatever the user wishes to define it as”.
While this is obviously an admirable senti-
ment, it seems of little practical use.

When our ultimate aim is to increase
usability by testing, it is better to take the
negative view and define what usability is not;
that is, to define a usability failure. For a
website, this is one of three occurrences:

1 The user makes a mistake

2 The user becomes unsure what to do, or
whether what they have done is correct

3 The user misunderstands the meaning of
information imparted by the site.

Heuristics are for designers, not testers

Many of the most often
approaches to usability testing
compring the design features of the site under
test to advice given by various commentators
on usability, also known as “usability gurus”.
The most famous of these are Jacob Nielsen
(see  www.useit.com), Flanders
(www.webpagesthatsuck.com) and Steve Krug
(www.sensible.com). These sites, and the inter-
esting books written by these and similar
authors, contain examples of good and bad
usability and advice on which navigation and
other design features tend to cause usability
problems. Nielsen, in particular, has listed
general principles (he calls them “rules of
thumb” or “heuristics”) for user interface
design. All web designers should read at least
some of this material.

suggested
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Now, imagine yourself as a tester speaking
to a designer/developer: “I’ve seen this feature
on your site and Nielsen says you shouldn’t
have done it. His explanation of course is a
general rule of thumb (or another guru gives a
specific example which refers to a different

site and is set in a different context), but as far
as I can tell with my limited knowledge,
understanding and practical experience of web
design you’re in the wrong and should be crit-
icized and made to redo it the way I think it
should be”. The likely effect on the tester-
builder relationship, project morale and the
final product is obvious.

Keep your opinions to yourself

The second type of usability testing is often
carried out informally thoughout the develop-
ment process, and usually does more harm
than good. It’s natural for people to form opin-
ions on the site; the subject may range from
specific details (“users won’t understand what
the wording of that link means”) to broad
generalizations (“they shouldn’t have designed
the navigation like that, they should have done
it more like my favourite site”). These opin-
ions, especially the broader ones, are valuable
early in development, and should be taken into
account by those making decisions.

Once those decisions have been made
however, further expressed opinion becomes
damaging because it undermines the work
already done and gives rise to change - with all
the loss and risk that implies - for no clearly-
defined or traceable reason.

Persons who have been exposed to the
design of the site, or who have knowledge of the
underlying business processes, cannot predict
what users will understand or do. To do so
would require the ability to “pretend” that one
does not know what one does know. In many
years working on web sites — right from their
earliest days — I have never met anyone who can
do this, from the most intuitive programmer, to
the most experienced interface designer, to the
most analytical and methodical tester. Their
knowledge of the project makes them “tainted”
and their opinions on usability worthless. Even
so, their hunches may in fact be correct; but
there is no way to check this.

Managers need to draw a line much earlier
in projects beyond which the opinions of tainted
persons, including themselves, are discounted
and discouraged. After this point has been
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reached, change should be allowed only if
based on empirical evidence. Otherwise, the
final design is likely to be influenced mainly by
those persons with the loudest voices and/or
most manipulating personalities. The dreadful
end results of this syndrome can be observed at
any of thousands of hard-to-use websites, many
owned by very large organizations.

Usability trialling is not a test technique

One well-known way of gathering that
empirical evidence is to introduce untainted
persons in order to observe them using the site
and ask their opinion. Some of the usability
gurus advocate this, and much advice on
various ways to carry out such an exercise
(often called “user testing” or ‘“usability
trialling”) can be found at www.usability.gov
and www.usableweb.org.

The exercise can be very enlightening
and interesting. However from the testing
point of view there are several fatal, and
unavoidable, flaws:

1 There’s no way to know if the abilities of
the subjects are typical of real users

2 Trials can’t be done until late in develop-
ment when change probably means very
expensive rework

3 Any rework carried out as a result must
then be retested (see 1)

The last is the most serious. The trial is
likely to report that a large proportion of
subjects made mistakes, encountered difficulty
or expressed dislike of certain features or points
in navigation of the site. However the subjects
are far less likely to agree on what change could
be made to improve matters — it must be
remembered that they do not have a design or
IT background (they could not be representative
of users otherwise) and have been given only a
few minutes to think about the site. Their opin-
ions, although they may give useful insight,
must not be used as a design.

So instead the findings are given to the site
designers and they are asked to act upon them.
But they have already tried to produce the best
and most usable design they could: their first
reaction may well be to say “despite the trial’s
findings, we think this part of the site is
already as good as it can be” — in which case,
there was no point carrying out the trial.

Otherwise, the designers must now think of
even better ideas, or else readopt alternative
ideas they had previously rejected. In either
case, there is no way of knowing whether the
new version is better than the old; the only
chance of finding that out is to repeat the
usability trial with new, untainted users. That
will probably give rise to another, similar set
of results suggesting shortcomings, perhaps in
the same places as before, for reasons which
are unknown: perhaps the subjects have less or
different abilities than the first group, perhaps
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Test 15¢c: To show that a bill of value more than the current balance of

account cannot be paid
Entry criteria

+ function 15 ‘Pay a bill’ and function 3 ‘Check balance’ released for testing

Actions
1 log on to use home banking

2 obtain the balance of the account to which you have logged on
3 attempt to pay a bill of value exceeding the balance of the account
4 check the balance of the account again

EXxit criteria

» balance checked successfully at least once
» bill payment details displayed for confirmation reflect user input correctly

+ bill payment can be confirmed
Expected outcomes

 after confirming bill payment, information that bill cannot be paid appears
+ the displayed balance of the account remains unchanged

Figure 1: Nongranular, requirements-based web test script

they are judging the features relatively and
picking out the “worst” rather than the “bad”,
or perhaps the designers’ first attempt at a
given feature was in fact more usable. So we
now have a situation where two expensive
trials have been done, and perhaps more are
needed, with no certainty of conclusive results
at any time.

The best way to do usability testing is
to do testing

If we as testers are ever going to help to
provide more usable sites to users, a test
method is needed that

1 is more objective and does not depend
upon opinion

2 can be done by testers without the use of
untainted subjects

3 can be started earlier and continued for
longer, improving usability gradually
throughout development

4 is economical enough for use in web proj-
ects with short timescales and frequent
change of requirements and design for
reasons other than usability issues.

Objectives 3 and 4 can be achieved by
performing usability testing not only in paral-
lel with but as part of the same activity as
functional testing. The key to being able to do
this in the test design phase: web testing
scripts should provide opportunites for testers
to detect usability issues. This means writing a
script whose input section (often called
“actions” in web testing) describes what the
person executing the test should do to exercise
the functions but avoids mention of how they
should go about it.

The very granular scripts used for non-web
testing, featuring step-by-step instructions,
confirmation of the expected outcomes at each

step, and individual traceability of every step
to a business objective, are not appropriate for
web testing. Users of a public web application
will not have such guidance and will probably
not be prepared to invest much effort in learn-
ing how to operate the interface. Writing such
a script assumes that the developers and testers
can predict the navigation choices and other
inputs made by the user, and it is the unpre-
dictable deviations from this prediction made
by real users that give rise to severe usability
failure and which testing should aim to detect.

Nongranular scripts such as that shown in
figure 1 give exactly the same benefit to
analytical testing: the scripts describe the
system from the test analyst’s understanding of
the requirements, thus providing a check that
the developers’ understanding is the same, as
well as helping to guide the developers in
directing and prioritizing the development
effort with the intention that all the tests will
be passed first time. However they can also
provide effective usability testing during the
empirical phase which granular scripts cannot.

The starting point for a script should, of
course, be a functional test objective. The most
difficult part of writing a nongranular script is
getting the correct level of detail. This is a skill
learned quickly with practice. The script
shown in figure 1 is a good example but was
not written like this at the first attempt; rather,
it is the result of a refinement process. Start by
writing the steps as they come to mind, and
then pass through them looking critically for
ones which can be simplified because they
give unnecessary detail or eliminated because
they are not essential to the test objective.
Incidentally, a similar process can be applied
to the entry criteria for each test, enabling
testing to be done earlier, when fewer items
have been released.
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Objectives 1 and 2 are achieved by
recording every usability failure experienced
during testing, in exactly the same way that a
functional failure is raised. This requires a
certain amount of discipline from the persons
executing the tests and recording results;
however it is not necessary for these persons
to be untainted.

The script shown in figure 1 was created
from its test objective, which was based on a
description of a function, which was derived
from business requirements. All this was done
before any design work had taken place and so
the script does not contain any assumptions
about how the user will access that function.
Such a script can be executed by its author so
that in very small projects all the testing can be
done by one person. Very often in web projects
early screen designs are available at the same
time as or even before requirements and this
may enable more detailed scripts to be created
which do refer to specific screens and objects
by name. A discussion of which type of script
is best is not in the scope of this article, but it
should be understood that scripts of the second
type contain an implicit assumption that the
user — who does not have access to these names
— will recognize the purpose and meaning of
the screens and objects. To check this assump-
tion such scripts must be executed by someone
other than their author; this means that in small
projects all the testing could be done by two
people, sharing the test design and execution
work equally. In either case, however, during
the empirical phase more people can be
enlisted if necessary to execute scripts.

The point of writing scripts without guid-
ance as to how to proceed is to make the
knowledge and ability of the text executors
irrelevant. Obviously proficient web users, or
those with a knowledge of the system under
test or its underlying business processes, will
tend to experience fewer usability failures.
However when they do, it is very likely that
less proficient or knowledgeable users will
experience the same failure. A long list of
errors made by inept users is of little value;
those users would probably experience similar
difficulties on any site, and in any case their
ability is beyond our control. A shorter list of
errors and other usability failures recorded by
experienced testers is an accurate guide to
where the most severe usability faults lie;
addressing these will lead to improved usabil-
ity for users of all proficiency levels.

Failure is a fact, not a feeling

When executing a test, from time to time
the tester will experience a usability failure;
one of the three types listed above. The tester
must be familiar with this list and sufficiently
disciplined to be aware of and record each
failure just as they would a functional failure
or anomaly.
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The first type, “the user makes a mistake”,
will typically include failures such as:

e user navigates to a page which was not
expected

* user revisits a previously-viewed page
inadvertently

e user enters invalid data to a form and is
asked to amend

Failures suggesting these might be reported
by the tester, respectively, as comments such as:

“When I clicked the “My account” link 1
expected to get a page that would let me log on
and was surprised to see that it meant an
explanation of the types of account available”

“I selected “‘recent transactions” from the
dropdown list when trying to check if my
standing orders were active for step 4. I didn’t
expect that it would lead back to the page
showing what I’d done in this session, to which
I'd already been at step 2”

“I didn’t notice that 1 could not choose a
password less than 6 characters long and my
first choice was rejected”

These are obviously most likely to be
noticed the first time a tester runs a given
script, but sometimes testers will find by acci-
dent later in the script, when executing the
script again (eg for compatibility testing), or
when executing another script that they have
been operating under a misconception and so
experienced usability failure previously:

“I've just realized that up until now I’ve
been going round the long way by selecting
‘music’ then ‘CDs’ then ‘popular music’ then
70s’ when I could have just selected ‘Great
70s Pop’ from the dropdown on the front page.
1 ignored this link before because I thought it
was just the title of an album being promoted”

The second type, “the user becomes unsure
what to do, or whether what they have done is
correct”, might manifest itself as follows:

e user is not sure which link to click to
see information they want

 user does not know what they should
enter in a field

 user is uncertain whether they have
entered a user transaction or not

which could be experienced and recorded
by the tester as, respectively,

“At step 4 (order a 128MB DIMM) I was
unsure whether 1 should select “computer
upgrades” or “computer components”

“When entering my account number at step
3, I wondered whether or not I should include
the dashes”

“When the ‘track your order’ screen
appeared after 1 submitted the order form and
stated ‘order not yet picked’ I was not sure

whether this meant 1 had placed my order
successfully or not”

The third type, “the user misunderstands
the meaning of information imparted by the
site”, is the rarest; however if it occurs after
deployment it can sometimes have severe
business impact. It is usually one of the
following situations:

* user selects incorrect product based on
what they think the content means

* user proceeds incorrectly in the real
world based on what they think the
content says

e user misinterprets information or
instructions on the site as advice

These are not usually reported directly by
the tester; like the user, he or she can make
mistakes of this type and remain unaware of
the fact. However, they are sometimes
prevented indirectly by the results of func-
tional testing with a usability element; for
example when examining a back-end database
to ensure that transactions have been recorded
correctly, it might be noticed that a tester has
ordered a product which does not fit the crite-
ria in the test script. More often, the tester
realizes that they have been operating under a
misconception and records something like:

“I've just realized that the colour of the
model car is not shown in the photo but in that
little box underneath. I've been ordering the
wrong colours”, or:

“I've just been surprised to find out that the
‘buy this share’ button appears on every page.
On most of the ones I've looked at it’s been
scrolled off the bottom. I thought we were using
it to recommend certain shares to users and
might have chosen those shares as a result”

This last example actually occurred after
deployment of a share dealing site and affected
some users. It could not have been detected by
error-guessing techniques such as checklists of
site heuristics, and it is unlikely that inexperi-
enced users performing a trial would have
noted it. However usability testing of the type
described in this article would have stood a
chance of detecting it.

They all count

It is vitally important that testers are aware
and bear in mind throughout testing that:

1 They must record every usability failure,
even if they feel it is a result of their own
lack of concentration or knowledge; users
will be affected by exactly the same
factors

2 Failures must be recorded even if the
tester feels he or she could or should have
noticed and recorded them earlier; testers,
like users, will notice and deduce more
about the site over time
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3 One of the objectives of this method is to
eliminate opinions and base change on
empirical evidence. A tester may believe
that a feature of the site will cause prob-
lems to some users and should be
changed; however there is no way of
knowing whether they are right in this or
not. In contrast, when an error is recorded
by a tester he or she is attesting to the fact
that a usability failure occurred. It is
conceivable (but would seem, intuitively,
unlikely) that a tester with a strongly-held
opinion might introduce a failure report
designed to support that opinion.

If these guidelines are followed test execu-
tion will produce a potent deliverable: a stream
of failures experienced during realistic use of
the site, indicating precisely those points where
it is important to improve usability. These must
not be ignored by development; “we think this
was caused by the tester, or an unlucky coinci-
dence, and we don’t want to change it” is not an
acceptable resolution. Every failure recorded
should cause a change to the interface, and if
necessary the underlying system, which
attempts to prevent that or similar failure
happening again, during testing or after deploy-
ment; and that change should not be a reversion
to a previous state which, by definition, has also
been shown to give rise to usability failure.
Often the change will be as simple as rephras-
ing or increasing visual prominence of text or
an object; occasionally it may involve rethink-

ing the grouping of information and form fields
into pages or the navigation paths and methods
offered to the user.

Sometimes a change will be made which is
ineffective or actually makes the same or
another usability failure more likely; if so,
these failures will come to light as testing
proceeds. The aim is not to attempt to maxi-
mize usability of the product in one “big bang”,
but to improve it gradually as testing and
development proceeds, in the same way and at
the same time as functionality is improved.

Because the functional tests have been
prioritized by their relationships to functions
and thus to business objectives, the more
important faults should come to light earliest
in the testing, and as testing and rework
proceeds the frequency and criticality of faults
reported should gradually lessen. More impor-
tantly, there will be more time to work on the
faults associated with critical and/or popular
functions; if change leads to further failure
reports there will tend to be time for further
change and further testing until failure reports
related to the changed items cease. As the
project nears its close, faults found during
execution of the lower-priority tests will have
less time to reach stability; so the success of
this approach depends upon accurate prioriti-
zation of the functional tests.

Summary

Using this method usability changes made
to the site are based on empirical evidence —
the fact that a usability failure was observed —
not subjective opinion. The evidence is gath-
ered during the activity which must be carried
out anyway: functional test execution. The
number of faults detected, and the chance of
detecting those which are hard to find, is
increased due to repetition of navigation and
other actions and the fact that testers have
more time to think about their use of the site
and are relieved of the very difficult mental
exercise of trying to pretend they are a user.
The best use is made of the testing time avail-
able since usability testing starts at the same
time as functional test execution and is auto-
matically prioritized by its association with
functional testing.

The main disadvantage of this method is
that the nongranular test scripts do not lend
themselves to automated execution; or, to put
this another way, automated testing cannot
help with usability. However it might be possi-
ble to gain the main advantage of automated
testing — faster and more reliable functional
regression and maintenance testing — by creat-
ing an automated test suite near the end of the
first phase of test execution when the
frequency of usability failure reports has fallen
and further major changes to the user interface
become less likely.
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