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Every defect detected in empirical 
testing, that is by executing code after 
integration, causes cost, delay and risk 
that could have been avoided. Even in 
the best case, where the fix is quite trivial, 
retesting and regression testing are 
necessitated. More complex rework often 
requires complex, extensive revision of 
test design and implementation which 
diminishes the value and effectiveness of 
testing already done. Doing these things 
is expensive and doing them thoroughly 
is difficult, but the alternatives are 
dangerous.

Testers aim to make empirical testing 
powerful. In other words, they try to make 
their tests effective at finding defects if 
they exist. In practice, that activity is the 
same as trying to find defects and it is 
only human nature to feel pleased when 
one succeeds in what one has been 

trying to do. But we must never allow 
that emotional reaction to make us feel 
that detecting a defect in empirical 
testing is a good thing. In fact it is a 
disaster for all concerned, except 
possibly business competitors.

Why testers hate not finding defects
The only thing worse than finding defects 
is missing them and empirical testing is 
very good at doing that. Without effectively 
infinite resources, it is dependent on luck: 
testing with a particular combination of 
circumstances that reveals failure, out of 
a very large number not tested, then 
observing it. Test design techniques exist 
to help to increase the probability of that 
happening but cannot do so by much. 
Automating test execution provides 
important help too, by increasing the 
amount of testing that can be done with 
the available resources and making it 
more consistent, but doing it is very 
challenging: the entire career of some 
testers is built on mastering and improving 
test automation skills. Most software is 
designed either for use by humans or (as 
in control systems etc) to react to physical 
change. Making other software simulate 
either of these and validate the resulting 
behaviour correctly is generally approxi-
mately as hard as building the test item 
itself. It's a good example of making a 
computer do something for which it is 
not suited.

Transform quality control into 
quality assurance
So as IT systems become more complex 
and critical it is more important than ever 
to detect defects earlier, in analytical 
testing, thus deliver cleaner builds to 
empirical testing. That does not make 
empirical testing less necessary: it makes 
it better by preventing delay, iteration and 
complication caused by detection of 
defects that should not exist by the time 
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makes it better. Every tester who 
participates in document reviews knows 
how important it is that the deliverable is 
of good quality before the review begins. 
Minor defects cause critical ones to be 
missed by obfuscating the creators' true 
intentions, obstructing the defect-detection 
process in use and causing the reviewers 
to lose focus. The same syndrome affects 
code reviews but is prevented by effective 
automated code analysis beforehand.

Today's development testing is much 
more than highlighting wrong or 
suspicious constructs and enforcing 
standards. Coverity has spent almost 
a decade advancing the technology in 
its static, dynamic and architecture 
analysers, continually enhancing their 
ability to detect defects that previously 
only humans could. They have been 
combined to form a complete development 
testing platform with sophisticated visibility 
and reporting facilities. This platform can 
integrate other analysis and unit testing 
tools including Open Source ones to 

it begins. That means the expertise and 
effort put into it yield faster demonstration 
of correctness and other defects, often 
ones of fundamental business logic or 
difficult non-functional attributes, that 
might otherwise be missed. Opportunities 
to achieve all this occur before integration, 
one of the best being when code is being 
written. The testing done at that time is 
called development testing.

Development testing can be done by 
developers or testers but, like agile, 
works best when they collaborate closely. 
A range of techniques is available. One 
of the best known is code review: it is 
essential and can bring great benefit as 
one of the most effective ways to detect 
functional defects caused by human error 
in logic, understanding, or manipulation of 
code (for example reuse). Again it is very 
difficult and expensive. Even the best 
developers find it a hard, painstaking 
and slow task and typically miss as 
many defects as they find. Here we have 
an example of humans doing something 
for which they are not suited, but unlike 
empirical testing this work is perfectly 
suited to be automated.

Source code is designed to be read and 
analysed by a machine: even the simplest 
compiler or interpreter must validate 
syntax and structure before the conversion 
to executable code. It is a logical extension 
of that concept to write programs that 
check other attributes, scanning for incon-
sistencies and constructs that could indi-
cate error or cause risk of failure. Unlike 
a human, such a program will not miss 
any defect it is capable of finding. They 
are very fast, typically covering code at 
least one order of magnitude faster than 
empirical testing, even if automated.

Automated code analysis is not an 
alternative to code review: rather, it 

a single user interface and can itself be 
integrated directly with HP ALM, Microsoft 
Visual Studio, Eclipse IDE and continuous 
integration servers such as Jenkins.

The effectiveness of automated develop-
ment testing can be measured precisely. 
It deals with absolutes, not the uncertainty 
that always surrounds testing later in the 
life cycle. The defects it finds are evident 
and specific, the difficulty in reproducing 
and defining empirical failure does not 
apply and there is certainty that more 
instances of them do not exist anywhere 
else in scanned code. That is important 
because development testing is especially 
good at detecting the types of defect that 
cause security failure.

Keeping code agile
The focus of any software delivery 
organization must be on the next release, 
but that can cause problems to be stored, 
both inadvertently and as a result of 
necessary short-term decisions, which 
will have their impact later when more 
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Figure 1: High- and medium-risk defects detected in the Android kernel, 
from the Coverity Software Integrity Report published in 2010



extensive change of nature as yet un-
known is needed. The cost of the rework 
that will be needed to make that possible 
can be called technical debt. Without auto-
mated code analysis, measuring it is 
speculative, subjective and prone to error.

Development testing makes the 
measurement objective and accurate 
by finding and providing clear visibility 
of real properties of the code that cause 
technical debt such as complexity that 
can be simplified, tight coupling that 
can be loosened and unnecessary 
dependencies. With it in place, as well 
as supporting development of correct 
functionality and attributes testing 
becomes able to inform and monitor 
effective refactoring to extend that 
correctness into the future and 
eliminate technical debt.

The SCAN project
Because its development testing products 
are so fast and efficient, Coverity is able 
to provide them as a free cloud-based 
service to Open Source projects. This 
began in 2006 in collaboration with the 
US Department of Homeland Security 
and has now tested over 61 million lines 

of code from more than 290 varied 
products including Linux, Apache, PHP 
and Android (see figure 1). Nearly 
50,000 defects have been detected of 
which over 15,000 have been fixed. 
This work benefits countless people by 
continually improving the quality of the 
software they use, including to develop 
more software.

The vastness of this sample enables 
accurate defect statistics to be derived, 

which we are certain are a true reflection 
of defects in non-Open Source products 
too. Figure 2 shows the frequency of 
occurrence of the most common defect 
types. It's important to note that while 
some of these defects may have been 
detected by empirical testing with conse-
quent cost, delay and risk as described 
above, most would not and if undetected 
would enter production where they would 
cause serious functional, non-functional 
and security risk 

Chris Adlard is EMEA marketing director at Coverity (http://coverity.com). For more 
information about the SCAN project see http://scan.coverity.com
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Figure 2: Frequency of detection of common defects in 61 MLOC
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